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I CSA2: Creating European cyber services ecosystem

Based on the following pillars:

1. Develop a framework for addressing the ICT supply chain security
challenges in critical infrastructure.

2. Simplify and enhance the European cybersecurity certification
framework.

3. Introduce simplification measures to reduce unnecessary
administrative burden related to the implementation of the NIS2
Directive.

4. Strengthened European Union Agency for Cybersecurity (ENISA) to
make it fit for purpose.
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I European Cybersecurity Certification Framework




I Clarified and extended scope (1)

* Cybersecurity certification increases trust and security in the internal market and

facilitating compliance.

* Certification ICT product, services, processes and managed security services or
cyber posture

* Addressing Technical risk factors

* High-risk suppliers and their key ICT assets excluded from certification
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I Certification as Compliance Tool (2)

Certification

* updated and fully synergised with existing Union law
(alignment with the CRA)

e as a simplification tool to demonstrate compliance with CRA & NIS2 and potentially
other legal acts

(organisation cyber posture scheme to enable complified compliance)

* harmonised across schemes through model provisions
(user-friendly reference provisions to harmonise templates across schemes)
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| Efficient procedure and effective governance
(3)
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The scheme "owner " The scheme "manager"

The scheme "implementor"

* Oversight of the * Scheme development * Consulted in every step of
procedure and and maintenance the way (ECCG,
Comitology)

implementation * Support of policy « Certification issuers

e Strategic planning and implementation through NCCAs
requesting of schemes

* Developing certification e Accreditations and
* Adoption and review ecosystem authorisations
of schemes * Supervision
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Scheme and TS
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Draft
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scheme

Scheme drafting

Opinion of ECCG
Members
30 days DDL

Request scheme and
technical specification
includes at least:

* purpose and scope

* clear development plan
* deadlines

Deadline 12 months

amlined procedure promoting accountability

Possibility to return
for changes
(90 days to review)
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Draft Implew{enting Act

Public Consultation

Advice

Updating schemes and
technical speciifcations
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| Enhanced transparency and stakeholder

engagement

Regulation 2019/881:

* ENISA certification website
 Comitology
e Stakeholder input in scheme development
Union Rolline Work P
Stakehold | : it

The new CSA2:

ENISA certification website
Comitology

Stakeholder input in scheme development +

European Cybersecurity Certification Assembly

(new)
COM certification website (new)

More public consultations
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