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Rationalé for the EUCC scheme review

Commission Implementing Regulation (EU) 2024/3144.

Clarifying the applicable versions of the Common Ciriteria (CC) and Common
Evaluation Methodology (CEM) standards

Establishing transition rules to give vendors, conformity assessment bodies
(CABs), and other relevant actors enough time for the necessary adjustments

Updating the list of state-of-the-art documents

Commission Implementing Regulation (EU) 2024/3143:

Harmonising across schemes the notification of CABs by Member States
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https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202403144
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202403143

Applicabie CC and CEM standards

CC standards

vISO/IEC 15408-1:2022
vISO/IEC 15408-2:2022
vISO/IEC 15408-3:2022
vISO/IEC 15408-4:2022
v'or ISO/IEC 15408-5:2022

Or

v'Common Criteria for Information
Technology Security Evaluation,
version CC:2022, Parts 1 through
5, CCRA

CEM standards
v'ISO/IEC 18045:2022

Or

v'Common Methodology for
Information Technology Security
Evaluation, version CEM:2022,
CCRA
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Transition rules & exceptions

Transition rules

« Until 31 December 2027, the
following CC and CEM standards
may be used:

v ISO/IEC 15408-1:2009, ISO/IEC 15408-
2:2008 or ISO/IEC 15408-3:2008

v Common Criteria for Information Technology
Security Evaluation, version 3.1, revision 5,
CCRA

v ISO/IEC 18045:2008

v' Common Methodology for Information
Technology Security Evaluation, revision 5,
version 3.1, CCRA

Exceptions

 Protection profiles may apply older
versions of CC and CEM
standards if mandated by:

O Implementing Regulation (EU)
2016/799 (tachographs)

O Regulation (EU) No 910/2014
(elDAS)

O Implementing Decision
(EU) 2016/650 (qualified signature
and seal creation devices)
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Accreditétion and notification of CABS

Accreditation Notification

 State-of-the-art (SOTA)  Member States to use the
document added to Annex | for European Commission’s tool
the accreditation of certification NANDO to publish their notified
bodies (CBs) and updated SOTA CABs, as it is done already for
document for Information other EU legislation

Technology Security Evaluation
Facilities (ITSEFs)



https://webgate.ec.europa.eu/single-market-compliance-space/notified-bodies

CLARITY

v Applicable versions
of CC and CEM
standards

v'Definition of ITSEFS’
scope of activities

v'Harmonised process
for notification
of CABs

TRANSITION

v Possibility to use older
versions of CC and CEM
standards

v'Clear timeframe to implement
the necessary adjustments

v Ongoing ITSEF accreditation
processes can be based on
the previous version of the
SOTA document

Benefits bf the review for the market

READINESS

v" Accreditation of both
CBs and ITSEFs Is
now possible

v'Ease of handling
of minor updates
to certified products
(Annex Il EUCC)
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Further information available
on the EU Cybersecurity Certification website:
https://certification.enisa.europa.eu/index_en
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